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EXPLORER

,_WloYeY WYo]ides the coYe secuYit` solutions necessHY` in todH`»s e]eY�
chHnging en]iYonment� including mHl^HYe WYotection� fiYe^Hll mHnHgement� 
mHnHged inteYsite =7N Hnd mHnHged WHtching on H defHult schedule. 

VOYAGER

=o`HgeY comIines mHn` of the seY]ices necessHY` foY H secuYe 
environment – including all of the components of Explorer – plus a 
compliance dashboard, access to HOSTING security and compliance 
analysts, log management and security, intrusion detection and managed 
patching on a customized schedule. 

PIONEER

7ioneeY is ouY most soWhisticHted secuYit` Hnd comWliHnce oќeYing ¶ 
perfect for companies in regulated industries, industries that are often 
targeted by malfeasants, or anyone who wants to be certain that their 
Iusiness�cYiticHl HWWlicHtions HYe Hs WYotected Hs WossiIle. It includes Hll of 
the comWonents of ,_WloYeY Hnd =o`HgeY Hs ^ell Hs mHnHged comWliHnce� 
^eI HWWlicHtion fiYe^Hll Hnd secuYit`�Hs�H�seY]ice foY ^eI HWWlicHtion 
fiYe^Hll.

HOSTING Managed Security leads the market in the proactive protection 
Hnd comWliHnce of `ouY Iusiness�cYiticHl HWWlicHtions.
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Management/Expertise

Managed Patching 
Managed patching includes monthly patching for all 
systems and applications managed by HOSTING to 
mitigate vulnerabilities. As part of the process, HOSTING 
identifies H]HilHIle cYiticHl Hnd secuYit` WHtches foY 
supported operating systems and tests and deploys 
WHtches WYioY to deWlo`ment duYing the defined 
maintenance window. Customers are responsible for 
validating the continued operation of their applications 
following patch application.

In some instances, HOSTING will deploy patches to 
customer servers on customized schedules.

Firewall Management 
HOSTING WYo]ides Wolic` contYol foY net^oYR tYHѝc 
Iet^een secuYit` aones on the fiYe^Hll. OuY e_WeYts 
configuYe the fiYe^Hlls HccoYding to customeY 
HYchitectuYe� monitoY the fiYe^Hlls� Hnd WYo]ide IYeHR�
fi_ YeWlHcement Hnd tYouIle ticRet suWWoYt. CustomeYs 
identify policy changes.

Managed Secure Remote Access 
This seY]ice Hllo^s customeY IT stHќ to estHIlish secuYe 
connections ^ith H Yemote� non�WuIlic comWuteY 
net^oYR. HOSTING mHnHges Yemote Hccess =7N 
settings ^hile the customeY is YesWonsiIle foY end�useY 
suWWoYt Hnd licensing�suWWoYt foY Hn` HlteYnHti]e =7N 
clients it may choose to deploy. 

Managed Intersite VPN 
This seY]ice Hllo^s useYs�oѝces in multiWle locHtions 
to establish secure connections with each other over 
H WuIlic net^oYR. HOSTING defines the Wolicies� 
configuYes the =7N tunnel� Hnd Hssists the customeY 
^ith tuYn�uW Hnd tYouIleshooting Hs needed. The 
customer is responsible for remote endpoint for 
WeYsistent Woint�to�Woint =7Ns.

Malware Protection 
HOSTING WYo]ides stHndHYd mHl^HYe�Hnti�]iYus soft^HYe 
protection for Windows  (Symantec Endpoint Protection 
oY S,7� Hnd 3inu_ �ClHm(=� seY]eYs. >e WYo]ide dHil` 
exhaustive scans of storage for malicious code and 
YeHl�time monitoYing of files Hccessed on the seY]eY. 
Customers receive daily updates to the detection engine 
and signatures. 

The customeY is YesWonsiIle foY configuYing ClHm(= 
seY]ices on 3inu_ Hnd using the S,7 client inteYfHce 
to e_clude files oY diYectoYies fYom Ieing scHnned. 
Customers also must schedule custom scanning 
schedules using the S,7 oY ClHm(= client.

Vulnerability Scanning 
HOSTING executes internal and external scans across 
net^oYR infYHstYuctuYe� seY]eY infYHstYuctuYe� Iusiness�
cYiticHl HWWlicHtions� Hnd ^eI technologies �I7=�� (QH_� 
S83 inQection� etc.�. >e WYo]ide suWWoYt Hnd Hns^eYs 
to vulnerability questions. The customer is tasked with 
responding to and remediating any vulnerabilities found.

On the following pages are the individual components included in each 
seY]ice le]el �mHYRed ^ith the HWWYoWYiHte icons�.
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Intrusion Detection
HOSTING monitors network and system activities for 
malicious activities or policy violations and seeks out 
security vulnerabilities based on a database of known 
threat signatures and rules. This service includes a 
�� _ � _ ��� SecuYit` OWeYHtions CenteY stHќed I` 
analysts to monitor and validate the data and translate 
it into actionable insights for incident response and 
containment. HOSTING will notify the customer of 
]eYified incidents IHsed on escHlHtion WYoceduYes Hnd 
make recommendations when necessary. 

The customeY is YesWonsiIle foY uWloHding SS3 
ceYtificHtes foY tYHѝc thHt needs to Ie decY`Wted Hnd 
taking action to remediate and close incidents. The 
customer should notify HOSTING of any networking 
and architecture changes and advise HOSTING of any 
unmanaged devices that are added to the service pool.

Security-as-a-Service for Intrusion Detection 
IntYusion +etection SHHS includes H �� _ � _ ��� 
SecuYit` OWeYHtions CenteY stHќed I` HnHl`sts 
to monitor and validate the data and translate it 
into actionable insight for incident response and 
containment. HOSTING will notify the customer of 
]eYified incidents IHsed on escHlHtion WYoceduYe Hnd 
make recommendations when necessary. 

The customer is responsible for responding to and 
remediating all incidents.

File Integrity Monitoring
File Integrity Monitoring utilizes an agent on protected 
seY]eYs to monitoY the checRsum foY e]eY` file ^ithin H 
WYotected diYectoY .̀ If the checRsum of H file chHnges� 
^hich indicHtes thHt the file hHs chHnged in some 
manner, an alert is created and the new hash is sent 
to multiple virus scanning services to determine if it 
matches any known vulnerabilities. 

The customeY must configuYe HdditionHl diYectoYies� 
oY cYeHte e_clusions of files intended to Ie monitoYed� 
and investigate changes associated with their unique 
comWonents �e.g.� HWWlicHtion code�.

Log Management 
HOSTING collects, aggregates and compresses log data 
locally and then performs all subsequent processing, 
HnHl`sis� YeWoYting� foYensics Hnd secuYe HYchi]ing. 3ogs 
are retained for one year. The customer is responsible for 
notifying HOSTING of any networking and architecture 
and must advise HOSTING of any unmanaged devices 
that are added to the service pool. 

Daily Log Review 
This service is a daily log review by analysts – a 
procedure that is required by many common compliance 
mandates, such as PCI DSS and HIPAA. Experts analyze 
event log data, track and escalate issues, and notify 
customers when any potential issues that might expose 
the organization to compliance violations are discovered. 

The customer is tasked with responding to and 
remediating incidents.

Security-as-a-Service for Log Management
3og 4HnHgement SHHS includes �� _ � _ ��� monitoYing 
and incident escalation along with ongoing tuning and 
management of the Web Application Firewall.

Web Application Firewall 
The >eI (WWlicHtion -iYe^Hll �>(-� inteYYogHtes ^eI 
tYHѝc in conte_t ^ith ho^ the ^eI HWWlicHtions ^oYR� 
Hnd then deÅects oY HleYts on Hn`thing susWicious. 

The customer is tasked with remediating and closing 
incidents as needed.
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Security-as-a-Service for Web Application 
Firewall 
>eI (WWlicHtion -iYe^Hll SecuYit`�Hs�H�SeY]ice includes 
�� _ � _ ��� monitoYing Hnd incident escHlHtion Hlong 
with ongoing tuning and management of the WAF. 
The customer is responsible for assisting in the review 
of false positives to ensure that the WAF is tuned 
accordingly to develop the whitelist. 

Security Support

Access to HOSTING Security & Compliance 
Analysts 
Analysts are available via phone or email to guide 
customers using security best practices and 
co�HdministeY Wolicies foY HOSTING mHnHged 
environments. HOSTING Analysts react upon request 
to imWlement fiYe^Hll�infYHstYuctuYe�le]el mitigHtion 
stYHtegies Hnd Hns^eY geneYHl secuYit`�YelHted customeY 
questions. 

The customer is tasked with responding to, investigating 
and mitigating threats.

Tools and Reporting

Security Posture Reporting 
HOSTING Security Posture Reporting includes 
e_ecuti]e�le]el summHY` YeWoYts Hnd moYe detHiled ¸dYill 
down” reports into customer security postures. Reports 
are accessible via the applicable vendor portals as well 
as the HOSTING Customer Portal.

Compliance Dashboard 
The HOSTING Compliance Dashboard provides 
customers with a tool to capture their current progress 
on comWliHnce HgHinst sWecific fYHme^oYRs �e.g.� HI7((� 
7CI +SS� SOC� etc.� The dHshIoHYd Hllo^s customeYs 
to identify and document the necessary components of 
their environments required for compliance so that the 
chosen tasks can be delivered. 

HOSTING secuYit` Hnd comWliHnce e_WeYts WYe�loHd the 
dHshIoHYd ^ith infoYmHtion Yele]Hnt to the customeY»s 
compliance requirements and document the necessary 
components of the environment so that the chosen 
tasks can be assigned. 

The customer is tasked with providing and maintaining 
all control documentation (unless they have contracted 
with HOSTING for a level of service that manages this 
tHsR�.

Compliance Management 
An IT Risk & Compliance Analyst is assigned to provide 
WYoHcti]e technicHl functions co]eYing the InfYHstYuctuYe�
Hs�H�SeY]ice Hnd ComWliHnce�Hs�H�SeY]ice comWonents 
of the customeY»s en]iYonment. The HnHl`st ^ill schedule 
and deliver recurring customer meetings to review 
metrics and provide additional business intelligence in 
key areas. Technical assistance is provided for complex 
compliance language and concepts. 

The customer is tasked with providing oversight to 
recurring activities to ensure proper prioritization of tasks 
Hnd contHinment of eќoYt.


