SECURITY ASSESSMENT

IDENTIFY, UNDERSTAND, AND PREVENT SECURITY BREACHES

While there is considerable concern regarding IT security in the Cloud, most security breaches can
easily be prevented. However, even a small incident can lead to severe consequences such as revenue
loss, intellectual property loss, or a damaged reputation. With HOSTING's Security Assessment Services,
you can ensure that your organization is prepared for unforeseen threats and avoids future breaches.

BUILD A SOLID ENTERPRISE SECURITY POSITION

We start with a comprehensive review of your architecture to identify the easy openings you're
providing for attackers. Next, we test all the critical areas of your infrastructure and perform a thorough
review of your policies, procedures, and controls. Then, our professionals collaborate with your internal
teams to address the issues identified and help you avoid future breaches.

TWO SECURITY ASSESSMENT OPTIONS:

Threat Exposure Assessment
A preliminary review of the nine critical areas of exposure. The Security Assessment Scorecard provides
a visual map to efficiently address found issues.

Specific Threat Assessment

A deep-dive evaluation of your top priority threat areas. A detailed report outlines specific exposures
along with the corrective actions needed.
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ACCORDING TO VERIZON'S 2012
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Call Today!
1.888.894.4678




SECURITY ASSESSMENT SCORECARD

The Security Assessment Scorecard provides

a visual map to improve the security of your
company. You'll see how your organization’s
perception of enterprise security compares to
reality. And, you'll know the steps you need to
take to reduce your organization’s vulnerability
and successfully repel attacks.
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SECURITY ASSESSMENT SERVICES
ADDRESS NINE CRITICAL AREAS:

1. Digital footprint analysis: Identifies areas of
potential data “leakage.”

2. External network testing: Identifies gaps
and areas of breach opportunity.

3. External application testing: Identifies
weaknesses within your applications.
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4. Internal network testing: Validates internal
controls and security - 50% or more of breaches
originate within the enterprise.

5. Internal application testing: Tests access
controls of sensitive data and permissions across
applications.

6. Social engineering and physical
assessment: Analysis of social engineering
vulnerability and physical access control. In
2011, 30% of breaches involved some type of
physical access breach.

7. Emerging threats: Personalized assessment
of emerging threats, how they may affect you,
and steps to reduce exposure.

8. Review policies, procedures, and controls:
Includes a gap analysis against industry

best practices with recommendations for
enforcement and control of policies.

9. Wireless assessment: Inventory of wireless
access points and identification of rogue
wireless devices.*

*Not included as part of the Standard Security Assessment Service

21

BOTTOM-LINE BENEFITS:

THE HOSTING DIFFERENCE

Call Today!
1.888.894.4678



